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An increasingly critical need
As Industrial Control Systems (ICS) 

rely more and more on digital 

technology and networking, they 

become increasingly vulnerable 

to cyber attack. The digital work-

stations used in control centers 

inherit many of the vulnerabilities 

of conventional IT systems, but 

lag in security best practices for 

a variety of reasons specific to 

ICS. Field devices are increasingly 

sophisticated, connected via TCP/IP 

networking technology and featur-

ing real time operating systems 

and in some cases web-based 

configuration. 

While displays in control centers 

provide extensive diagnostic and 

control capability of remote field 

assets from a process point of view, 

they may be effectively blind to 

security issues in field networks. 

Moreover, the control center 

workstations may themselves be 

attacked, either from inadequately 

secured connections to business 

networks or via portable devices 

that enter the ICS environment.

Perimeter defense complemented 

by high-fidelity monitoring are 

essential components of a defense-

in-depth strategy. Correctly config-

ured switches and firewalls, along 

with careful network segmentation, 

can provide valuable perimeter 

defense for ICS, including DCS and 

SCADA. Even with a strong perim-

eter defense, security monitoring 

is required to make the system 

owner aware of attack attempts, 

penetration or circumvention of 

the defenses, and insider misuse. 

The DATES monitoring solution 

complements perimeter defenses 

and provides the ICS security 

operator a significantly improved 

level of situational awareness. 

Detection and analysis of threats 
to the energy sector (DATES)
DATES is a detection and security 

information/event management 

(SIEM) solution specifically tailored 

to protect ICS used in the energy 

sector.  Features of the DATES 

monitoring platform include:

•	 Multiple detection algorithms, 
including an ICS-aware SNORT 
knowledge base, as well as SRI’s 
components for stateful packet 
inspection, probabilistic/Bayesian 
analysis, and event threading.

•	 A unique model-based detection 
capability as well as pattern 
anomaly detection, which leverage 
the unique traffic characteristics 
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of ICS to enable detection of novel 
attacks such as zero-day exploits.

•	 DATES is currently well integrated 
with the advanced market-leading 
ArcSight SIEM Platform, and can 
easily be extended to communicate 
with other types of event-consum-
ing components.

•	 A passive interface to the moni-
tored network, using a mirror 
or span port to each monitored 
network segment. This makes the 
monitoring appliance invisible to 
conventional network scans, and 
guarantees that the critical func-
tion of the ICS is not affected at all.

DATES may be flexibly deployed in 

an ICS, with multiple instances of 

the detection component monitor-

ing different network segments in 

the field as well as in the control 

center itself, communicating events 

to the SIEM console. 

We also support a configuration of 

the detection component that has 

multiple monitoring interfaces, and 

is thus able to monitor multiple 

network segments simultaneously. 

This provides the security operator 

an actionable view of potentially 

correlated and escalating attacks 

on different parts of the ICS 

environment.

Benefits to the asset owner
Monitoring is a critical complemen-

tary defense to perimeter protec-

tion. DATES provides a security 

view not otherwise available in ICS 

control room and field networks. 

The unique multi-algorithm capa-

bility in DATES identifies a variety 

of known attacks, and also has the 

highly valuable potential to detect 

previously unknown attacks known 

as zero-day exploits. 

DATES is not in itself an Intrusion 

Prevention System (IPS), a func-

tion that must be approached 

with caution in ICS environments 

as attackers often can harness 

automated responses to inflict 

denial-of-service.  Instead, DATES 

provides the security administra-

tor with root cause information 

whenever possible to allow quick 

and adequate human reaction to 

incidents.

More information
DATES is developed under spon-

sorship from the United States 

Department of Energy, National

SCADA Test Bed (DOE-NTSB). SRI’s 

partners are Sandia National 

Laboratories, ArcSight, and Invensys 

Process Systems. We are interested 

in collaboration with asset owners in 

the energy sector for guidance, infor-

mation exchange, or pilot deployment.  
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